Cloudflare CDN Cache

PrestaShop module

Compatibility
PrestaShop 1.7-8.x

Goal
Allows you to use Cloudflare services in your store and manage DNS records. You can adjust Cloudflare settings
directly in PrestaShop admin panel.

Benefits for Merchants

- improves website performance;
- enhances website security;

- improves uptime and availability;
- simplifies website management.

Benefits for customers

- higher website performance;

- improves website security;

- reduces data usage;

- improves website reliability;

- protection against online threats.

Features

- possibility to manage your website by connecting your Cloudflare account ;
- admin can change Cloudflare settings in PrestaShop back office;

- admin can purge or preload cache of their website;

- admin can manage DNS records;

- ability to quickly enable/disable Cloudflare on the site.



Module settings

1. Copy the Global API key, Zone ID of your website, your account email and paste them into the
corresponding fields on the configuration page of the module for using features of the module:

cLouDaLARS ©Addsite Q. Support ¥ English (US) ¥ v
& My Profile
API Tokens
@ Preferences
O Authentication API Tokens
()} APITokens Manage access and permissions for your accounts, sites, and products
@© Sessions
Token name Permissions Resources Status
All accounts, All
Read all resources  AccountAccount: SSL and Certificates, Acc... Adtive
zones
Help »
API Keys

Keys used to access Cloudflare APIs.

Global API Key Change
Origin CA Key Change
Contact What we do Resources. Support About us
Contact support Plans D Ourteam .
Contact sales Overview Blog Community Careers
Call sales: +1(388) 993 5273 Features Case studies System status Press
«  Collapse sidebar
- N m Network Partners Videos Website Terms of Use
Addsi v  English(US) Y &
oLoup R ©Addsite QA Support English (US) 2
Remove these nameservers: Fege tules o ruessiones
<«
vidores
E Overview
Support Resources
@ Analytics & Logs 2. Replace with Cloudflare’s nameservers PP
Documentation
& DNs 2. Nameserver 1 LDocumentation
Community
£ Email
Click to copy
SSUTLS
8 2 Nameserver 2 API
D secuity zephaele.ns.clovdflare. con Zone ID
- asscsse:
£ Access Click to copy
Ciick to copy
Save your changes. y
Speed v 9
Registrars can take 24 hours to process nameserver updates. You will receive an email when your Account ID
site is active on Cloudflare.
Caching 46£3bSal c729¢

Workers Routes

Rules

Network

Traffic

Custom Pages

Apps

Scrape Shield

Zaraz (e

B Web3 (New

& Collapse sidebar

Cloudflare periodically checks for nameserver updates. To initiate
3 nameserver check now, Check nameservers,

Need help?

Read our step-by-step instructions or visit our support portal

Contact What we do Resources
Contact support Plans Documentation
Contact sales Overview Blog

Support

Click to copy
Get your API token

API documentation

Advanced Actions
Pause Cloudflare on Site

Remove Site from Cloudflare

About us

Knowledgebase Our team

Community Careers




% PrestaShop oo QuickAccess~ Q search Qi O O

Cloudfiare

Cloudflare e |

A7 Dashboard

SELL

& Orders

# Catalog

@ Cloudflare credentials

* Global API Key

@ Ccustomers

B customer service * Account email
M stas
*Zone ID
IMPROVE

N Vodues

o m

& Snipping
B Payment

@ intemational & Cloudflare settings

CONFIGURE Development mode Disabled

£ Shop Parameters

Advanced Parameters A ‘ m

nf
Relative protocol Disabled

SSUTLS encryption mode Full v

2. Cloudflare settings form:

e Development mode - temporally activate development mode on your website. This option will
automatically turn off after 3 hours.

e Pause Cloudflare - turns OFF proxy mode for the DNS records.

e Enable Cloudflare - turns ON proxy mode for the DNS records.

e Relative protocol - should only be used with Cloudflare's flexible SSL feature. URLs of static files (CSS,
JS, images) will be rewritten to use // instead of http:// or https://

e  SSL/TLS encryption mode - sets encryption mode for your web traffic to prevent data theft and other

tampering.
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3. DNSrecords
e Type— DNS records type
e Name — domain/subdomain values for the DNS records
e Content — values of the DNS records
e  Proxy status — DNS records status, which shows whether DNS proxy mode is enabled
e Edit —opens the form for editing the DNS records
e Delete — deleting the DNS records
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Editing the DNS records:

To edit the DNS, click the Edit button. It’s possible to change the name and content of the DNS record and the
proxy mode (if it’s available for a specific DNS type). After making changes, save the record by clicking the Save
button
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4. Cloudflare cache form:
e  Button Clear all cache files button — purges all cache resources from your website.
e Button Preload cache — preloads cache on your website in Cloudflare.
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5. Information block:
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Installation:
1. Upload the module through the Backoffice (Modules > Add New Module) or using FTP-client
2. HitInstall it and enter the configuration
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Module workflow cases:

1. When the user didn’t fill in credentials and started using module features:
- after making changes user will get message “You need to fill credentials before making changes”.
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2. When the user filled in wrong credentials:

Disabled

Disabled

- after making changes user will get message such as “Authentification error” or “Could not route to [route

name], perhaps your object identifier is invalid?”.
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3. When the user filled in credentials:
- the user can change and save settings or deal with cache and after his actions he will receive message such as

“Changes successfully made”:
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