Amazon AWS S3 CDN media server cloud V8

PrestaShop module

Compatibility
PrestaShop 8.x

Goal

Amazon AWS S3 CDN media server is PrestaShop module of PrestaShop which speeds up your online store by
transferring most of your store files to CDN and keep loading them from Amazon AWS S3 cloud. Module replaces
standard media server and provides much more flexible system of settings and file control.

Benefits for Merchants

admin can determine which files need to be placed in the cloud: by category (theme, modules, etc), by type,
by extension;

finely manage files that need to be loaded from server or cloud;

admin can upload any file from cloud back to the server if necessary;

admin can use AWS S3 Bucket or AWS Cloud Form;

use for FRONT-END files only without any risks for back-end functionality;

budget-reduction for store comparatively with regular hosting, high scalability, security and durability of AWS;
NEW! Option to set an automatic upload of the new images to AWS without duplicating them in PrestaShop.

Benefits for customers

customer will get parallel content loading streams while opening the site, so the speed will be higher
comparatively with pure hosting-located files of the site;

security and accessibility of files, located on AWS — content will be available 100% of time even if hosting
could not respond due to high load, etc;

speed of store loading is the benefit for any customer;

NEW! Option to set an automatic upload of the new images to AWS without duplicating them in PrestaShop

Features

admin can upload all or selected files to AWS cloud. It’s possible to determine which files need to be uploaded
there (by extension or type, etc). Admin is allowed to upload theme files to cloud, but keep modules files on
hosting, so the settings are very flexible;

admin can return any selected file from cloud so that this file will be loaded from hosting. It’s possible to get
this file back to cloud anytime;

files source links in HTML code will be automatically updated according to location of the files: cloud or own
hosting. In case admin changes settings (replaces source from cloud to hosting or vice versa), source links will
be updated accordingly, so no broken images, links, etc. will occur;

NEW! Option to set an automatic upload of the new images to AWS without duplicating them in PrestaShop.



Module settings

1. “Configuration” tab

Amazon AWS connection settings:

AWS CON Config

AWS CDN Config

CONFIGURATION

e  Bucket name — your Bucket name of Amazon S3 service

o Access key — access key of your Amazon account

e Secret key — secret key of your Amazon account

e Location — AWS server location

e Use Cloudfront — (Yes/No) use Cloudfront. All links to files in Bucket will go through Cloudfront then
e  Cloudfront ID — your Cloudfront ID

e Button Test link to AWS — button to validate data and test AWS connection

Selecting files to upload to AWS and use on the site:

% PrestaShop Quick Access Q & Debuzmode W Maintenancemode @ Viewmystore  (§

AWS CDN Config

Advanced settings

% PrestaShop =12 QuickAccess = Q & Debug mo Maintenance mode @ View my



e Synchronize Images — upload style files to AWS
o Product Images — all product images
o Category Images — all category images
o Manufacturer Images — images (logos) of manufacturers
o Modules Images — images of modules on the site (sliders, banners, etc.) *
e Synchronize CSS — upload style files to AWS
o Main Files CSS — core files (located in /js)
o Theme Files CSS — your Theme Files
o Modules Files CSS - dainbl Bawmx moaynei
e Synchronize JS — upload JavaScript files to AWS:
o Main Files JS — main files (located in /js)
o Theme Files JS — your theme JS files
o Modules Files JS —JS files for your modules

New uploaded files management:

Synchronize Images: @ Customselect () Checkall () Uncheck a

Product Images
No Delete new files from PrestaShop and keep exclusively on
Amazon AWS Cloud
Category Images

Delete new files from PrestaShop and keep exclusively on
Amazon AWS Cloud

Yes

Manufacturer Images

Delete new files from PrestaShop and keep exclusively on
Amazon AWS Cloud

Yes

[J Modules Images

[[] Other Folders Images

Added a switcher to automatically delete new files from the Prestashop server after uploading to Amazon AWS S3 for
images of:

e  Products

e (Categories

e  Manufacturers

2. “General” tab

]

% PrestaShop =1z Quickaccess~ & Debug made Maintenance mode @ View my

AWS CDN Config

GEMNERAL
Do [ommeomones | oo
Files list
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Buttons functionality:

o Upload files to S3 — upload all files that match the settings on the Configuration tab

e Upload new/edit files — upload only files that have been created and/or modified

e Update Date Edit — check and show modification date of files to control what and where was
edited/created on server

e Delete inactive files — delete deactivated files from the cloud

e Clear bucket — clear the entire cloud

Files table taking into account the specified settings:

% PrestaShop =1z Quikaccess» a & Denug mode Maintenance moda €@ View my stor

- Dashbard AWS CDN Config

GEMERAL

T e gy

Files list

L0 - R - R -
- - - B R
x

o  Files site - path to file from the root of the site

e AWS - (YES/NO) whether AWS is used to load the file

e Type - file type (image, css, js)

e  Category - category of the file (product, category, manufacturer, modules, theme, main)
o Date upload - date the file was uploaded to AWS server

e Date edit - date the file was modified on server

e Prestashop - whether the file is physically present on the Prestashop server

File management buttons:

% PrestaShop ::: . - . 8 o © Viewmyswore  (§
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AWS CDN Config
GENERAL
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% PrestaShop == QuickAccess~ o, & Debug mode Maint e © View mystore

# Dasnboard

Payment

3.

%3 PrestaShop =1z Quickhccess - a ) .

W Snipping
B Fayment

@ imemanonal

£ Shop Parameter

B Advanced Param

1-Click Upgrade

upload file to AWS

uploading file to server from AWS
deactivate file

activate file

e+XDPP

delete file from Prestashop server

Advanced settings in Configuration:

DN Config

AWS CDN Config e

Synchronize CSS: Cur et Check all @ Uncheck

Synchronize JS: alect

Advanced settings ~

Flle extensions Images

File extensions JS

You can change or add file extensions that will be uploaded to the AWS server.

Product page:

Hummingbird printed t-shirt

Bas
Combinations @
Y, simple T
Q- Upload new files immediately to Amazon AWS Cloud
i Reference @
( Voo Delete new files from Prestashop and keep exclusively on Amazon AWS Cloud @
dema_t
Summary Price @
- - - - Paragraph = Tax excluded Tax included
3 e 5

Regular fit, round neckiine, shart sieeves. Made of extra long staple pima cottan,

Description
- == @ Paragraph ~

Categories @
Symbol of kghtness and delicacy, the hummingbird evokes curicsity and joy. Studio Design’ PolyFaune collection features classic products with colorful patterns, inspired by the
traditonal japanese origamis, To wear with a chino or jeans, The sublimation textile printing process provides an excepbional color rendering and a color, guaranteed overtime,



e Upload new files immediately to Amazon AWS Cloud — upload picture immediately to AWS
o Delete new files from PrestaShop and keep exclusively on Amazon AWS Cloud — delete image from
PrestaShop server after upload to AWS S3

New product page design is supported

%% PrestaShop Quick Access Q & Ditiiginode X Manhincs iiods: @ Vie . ® @
G et G roxincl. axruie:20%) QBT in stock
;(’(‘ Hummingbird notebook EN v
- Y = P Peference: demo.i
m=0
\ AN
&
© cusiomers Q@ v L d
B Customer Service O Delete new files from Prestashop and keep exclusively on Amazon AWS Cloud @
B s
Summary
& Modules N
3 Design P —
W shipping
B payment 120 sheets notebook with hard cover made of recycied cardboard. 16x22cm
@ international
Description
© Shop Parameters
[ Advanced Parameters EN
B =S B0 raaz
4. Category page
% PrestaShop == © - qQ & node 9, Maintenance mode @ View ® o
Edit: Clothes H
Additonal description
Categories apt
awegory cover image QO - ) newe ately (o Am, 1
O - Delete new files from Prestashop and keep exclusively on Amazon AWS Cloud @
FY N
S |
L
@ intemational
humonal
£ Snop Parameters
[ Advanced Parameters
1-Click Upgrade _— -

o Upload new files immediately to Amazon AWS Cloud — upload picture immediately to AWS
e Delete new files from PrestaShop and keep exclusively on Amazon AWS Cloud — remove image from
PrestaShop server after upload to AWS S3



5. Brand page:

% PrestaShop Quick Access = qQ . . & Devugmode 9 Mainenancemode @ Viewmysore [0 @)

Edit: Graphic Corner Help
Brands

Since 2010, Graphic Comer offers a large chaice of quality posters, available on paper and many other formats.

mazon AWS Cloud @

L Meta title

B payment

@ momarional

[ Atvanced Parameters

e Upload new files immediately to Amazon AWS Cloud — upload picture immediately to AWS

e Delete new files from PrestaShop and keep exclusively on Amazon AWS Cloud — remove image from
PrestaShop server after upload to AWS S3

Attention! Keep in mind that if you select the 'Yes' option, all new media files will only be stored in the Amazon
AWS Cloud and not on your PrestaShop store hosting! You must be aware of the implications of this setting and
the risk of file loss.



Setting up AWS S3

1. Register at https://aws.amazon.com/

2. Go to the console and in the Services menu select Storage-> S3 (https://s3.console.aws.amazon.com)
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Front-end Web & Mobile
EFS
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3. Create your Bucket (Create bucket)
4. Be sure to clear the checkbox when creating Block all public access
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— Block all public access
Turning this setting on is the same

turning on all four setting Each of the following settings are independent of

Block public access to buckets and objects granted through new access control lists (ACLs)
53 will block public access permissions applied to newly added buckets or objects, and prevent the creation of

Block public access to buckets and objects granted through any access control lists (ACLs)

< o buckets and objects

3 will ignore all ACLs that grant public access t

Block public access to buckets and objects granted through new public bucket or access point policies
$3 will black ne ublic ac o cts. Tt o

t chan

Block public and cross-account access to buckets and objects through any public bucket or access point
policies
s

Lignore public and cross-account access for buckets or access points with policies that grant public access to buckets :

Turning off block all public access might result in this bucket and the objects within becoming public
AWS recommends that vau turn on hlack all nublic access. unless public access is reauired for snecific and


https://aws.amazon.com/
https://s3.console.aws.amazon.com/

vyundenko ¥

Amazon S3 X Amazon $3 Buckets test123-aws Edit Object Ownership

Bucket Edit Object Ownership i

Access Points

bject Lambda Access Points

Multi-Region Access Points en to this bucket from other AWS accounts and the use of access control lists (ACLs). Object ownership
Batch Operations

Access analyzer for S3

ACLs disabled (recommended)

bjects in this b e owned by this accol

icket and it c pecified using
Block Public Access settings for only polic
this account

w Storage Lens Enabling ACLs turns off the bucket owner enforced setting for Object Ownership

Once the bucket owner enforced setting is turned off, access control lists (ACLs) and their associated
permissions are restored. Access to objects that you do not own will be based on ACLs and not the bucket
AWS Organizations settings policy.

Dashboards

| acknowledge that ACLs will be restored.

Feature spotlight 9

Object Ownership

© Bucket owner preferre

» AWS Marketplace for S3

wned by the by

Object writer

Unified Settings [4 Inc. or its affiliates, Privacy preferences

5. After creating a Bucket, please open it and go to the tab Permissions > section Cross-origin resource
sharing (CORS)

How would you rate your experience with this service console? ¥ ¥ ¢ 1 & X
aws Services | Q L @ Global ¥ vyundenko ¥
@
Amazon 53 X
Cross-origin resource sharing (CORS) Edit
Buckets The CORS configuration, written in JSOM, defines a way for client web applications that are loaded in one domain to interact with resources in a different domain. Learn more [ .
Access Points
Object Lambda Access Points I Copy
Multi-Region Access Points {
“AllowedHeaders"; [],
Batch Operations "AllowedMethods": [
Access analyzer for 53 “POST,
"GET",
pUT",
“DELETE",
Block Public Access settings for "HEAD"

this account X
"AllowedOrigins™ [
Storage Lens "https://mypresta.loc"
Il

"ExposeHeaders"™ []

4

Dashboards

AWS Organizations settings ]

Feature spatlight ()

s

» AWS Marketplace for 53

Inc. or its affiliates.

Click the Edit button and set up CORS (JSON format):



"AllowedHeaders": [],
"AllowedMethods": [
"POST",
"GET",
"PUT",
"DELETE",
"HEAD"
1
"AllowedOrigins": [
"https://mypresta.loc"
1,

"ExposeHeaders": []

Where AllowedOrigins is your site URL.

Obtaining access keys:

gws_ [+}
Identity and Access d 3
v . Your Security Credentials
Management (IAM)
Use this page to manage the credentials for your AWS account. To manage credentials for AWS Identity and Access Management (IAM) users, use
Account
Dashboard To learn more about the types of AWS credentials and how they're used, see AWS Security Credentials in AWS General Reference
Organization
~ Access management
9 ~ Password <
User groups ervice Quotas
= Multi-factor authentication (MFA
Users ( ) Billing Dashboard
. ~ Access keys (access key ID and secret access key) -+——————
Roles 4 y )’) Security credentials
Palicies
N Use access keys to make programmatic calls to AWS from the AWS CLI, Tools for PowerShell, AWS SDKs, or direct AWS AP calls. You can ha
Identity providers or inactive) at a time. Settings
Account settings For your protection, you should never share your secret keys with anyone. As a best practice, we recommend frequent key rotation.

If you lose or forget your secret key, you cannot refrieve it. Instead, create a new access key and make the old key inactive. Leam morg

« Access reports

Access analyzer Created Access Kay ID Last Used = e Status ‘Actions
Region Service
Archive rules
Create New Access Key
Analyzers
Settings
Root user access keys provide unrestricted access to your entire AWS account. If you need long-term access keys, we recommend creating a new IAM user with limited

Credential report permissions and generating access keys for that user instead. Leam more

Organization activity

Service control policies ~ CloudFront key pairs
(SCPs)

= X.509 certificate
Q Sea A = ~ Account identifiers

Feedback king fe guage select I the new Unified Settings [ ® mazon Web Services, Inc. or its affiliates. Privacy Terms  Cos

1) Go to Security credentials ->Acces Keys

2) Click on Create New Access Key

3) Modal window will appear with a suggestion to save the key in a CSV file. Keep this file in a safe place.
You will find Access key, Secret key in the file needed to configure the module.



Other remarks

Replacing styles and scripts URLs on the site:

Contact us English~  Currency: UAH & & signin ™ Cart (0)
my store CLOTHES ACCESSORIES ART Q, Search our catalog
= ﬂ Elements  Console  Sources  Metwork  Performance  Memory  Application  Security Lighthouse  Recorder & Performance insights & Web Scraper

«mets propertys"ogiurl” contents"https://mypresta.loc/en/™

<mets propertysogisite_name” contents"test aws">

<mets propertys="ogitype” content="website®>

<meta name="viewport® content="width=device-width, initial-scale=1"»

link rel="icon” type="image/vnd.microsoft.icon" href="hitos://mypresta.loc/img/favicon, ico21324977642%>

<link rel="shortcut icon® types"imsge/x-icon” href="httpsi//myeresta.loc/ing/favicon.icor1334877642">

elink rels"stylesheet” hrefs"httos://test12]-aws.53.us-west-1,0mazonaws. com/themes/classic/nsseta/cas/thene ;.: tw:- "text/css” medis="all">

€link relsstylesheet” hrefs"hitosi/. H 41 " types"text/css” medies"ell">

<1ink rel="stylesheet" href-“hLtosi//testd2d-ns.sd.us-west-d.AMOIGNML. CON/MOGULES/08 $EATCNDAN/DS SEACHDAN,CS5" type="text/css" medis="sll">

<link rel="stylesheet” href=" MWMWWMWWW types"text/css” media="all">
clink rels"stylesheet® href=*httos://testd?d-aws.s3.us-west-1,amazonaws, com/ s/ dauery/ul/themes/base/mini#ied/ Jauery-ul min.css" types"text/css” medias*all®s
clink rels"stylesheet” hrefs"https://test)2?d-aws.s3.us-west-1,amazonaws,com/is/iauers/ul/thenes/base/minified/ Jauery, ui theme min,css™ types"text/css” medias"all®s
clink rels"stylesheet” hrefs"htios://test)2)-aws.s3.us-west-1,amazonaws, com/modules/blockwishlist/public/wishlist,css" types"text/css” medias"all®>
<link rel="stylesheet” href="hitosi//testl2d-aws.sd.us-west-1,amazenms. con/medules/os inpeeslider/cas/honeslider, cas” type="text/css™ medie="all™>
<link rel="stylesheet" href="hL305i//evRresti.loc” type-"text/css® media-"all

P cscript type="text/javescript™s.</scripts

B style types“text/css®s.c/styler

P cstyle types“text/css*>.</styler

P <style types“text/css*>.</style

P cstyle types"text/css"s.</styles

® cstyle types"text/css">.</style

® style types"text/css">.</styler

</head>

*<body id="index" class="la

» <madns.c/mains

&N CoUntry-us currency-uah layout-full-width page-index tax-display-enabled” styler == §0

escript type="text/javascript” srcs"httpsi//testl?3-aws,s3,us-west-1.anazonaws.com/themes/core,i5"></scripts
escript types"text/javascript” srcs"httnsi//testl23-aws,sd,us-west-1.anazonaws.com/themes/classic/assets/3s/thene, 5">¢/script>
«script type="text/javascript” srce"httnsi//testl23-gws,sd,us-west-1,anazonaws.con/modules/es musun,cmuog,{vms(um enailsubscrintion, j5">«/script>

€seript types"text/javascript” sree"httns://testl23-aws.s3,us-west-1.anazonaws.com/modules/blockreassurance/views/dist/front,is">¢/seripts
€script type="text/javascript” src="hitns://testl23-aws.s3.us-west-1. anazonaws . con/modules/ps facebook/views/is/front/conversion-apd.Js">¢/script>
<seript type="text/javascript”™ sre="hites://testld3-ows.s3.us-west-l.anazonaws . con/modules/eroductconments/views/is/ jauery, rating, pluedn. J5"»</seript s

<script type="text/javascript™ src="hifps:i//testlad-ows.s3,us-west-1. onazonaws.Com/modules/productconments/views/ j5/oroductlistinglomments, 5™ ></scripty
«script types“text/javascript src="httns://testl23-aws.s3.us-west-1,anazonaws . con/ds/dauery/ul/iauery-ul.min, J5" ></script>
<script type="text/javascript” src="httns://testl23-aws.53.us-west-1. anazonaws.com/modules/blockwishlist/public/oroduct bundle, 15 >¢/scripts>

“httosi//test123-ans, 53, us-west-1, anazonaws . con/modules/os imageslider/is/resoonsiveslides.min, is*></scripts
mmnmwumw ni ns impeeslider/is/hy is">¢/seripts
“text/javascript” sres"hites://testl2d-ows.s3.us-west-1.onazonaws.con/modules/es searchbor/os searchbar.is*»</seripty
text/Javascript” sres"nttas://testld3-sns.s3.us-west-1. ARA2ONANS ;nn.*mnul:uugnmm.au_mnmnmh"H!mlon
src="pitns: public/graphal is*></script>

<script type="text/javascript” src="nttpsi//testldd- aws.ij.us nest- Lini..wm!ws.(uﬂ(lmdul:s awaiwhstwwlh vendors, js"></script>

<script type="text/javascript™ srce"httosi//myacesta.loc”></scripty

<ul classe"ui-outocomplete ui-front ui-memu ui-widget ui-widget-content ui-corner-all searchbar

</body>

</ntml>

“text/javascript” src
“text/javascript” src

<script type
eseript type
eseript type
eseript type
<script type="text/javascript”

= aw ma 2 ony

utocomplete” ids"ui-1d-1" tabindex="8" styles"displ

html  body#indexlang-en.country-ua.currency-uahlayout-full-width page-index.tax-display-enabled

Replacing the url of images on the site:

(1

SAMPLE 3

& 4l Elements  Console  Sources  Network  Performance  Memory  Application  Security Lighthouse  Recorder & Performance insights & Web Scraper
<htal langs"en-US" data-1t-installede"true">

P <heod>.</hesd>

¥<body ide"index" cless="lang-en country-us currency-ush layout-full-width pege-index tox-display-ensbled” style>

 cmain>
¥ <header id="header®s.</headers
¥csection {de"wrapper”>
» caside id="notifications™>.</aside>
¥<aiy classe"container™>
» <nav 1% classe"
¥ <ty ide" pper” classe”)
¥ <section ide"main®>
¥ esection {de"content” class="page-home">
v<div ide"carcusel” date-rides"carousel” classs"corousel slide" date-interval="5000" dats-wrops"true® data-pauses"hover® date-touchs"true">
¥ <ol class="carousel-indicators=r.</ol>
¥<ul classs"carousel-inner” roles“listbox" aria-lsbels“Carousel container”>
P <14 class"carousel-iten” roles"option” aria-hiddens"false"s.</1i>
P <1i classs"carousel-iten* rolesoption” aria-hiddens“true>.</1i>
¥4 classe"carousel-item active” rolesoption® aria-hiddens"true">
v<a hrefs"htioi//wed.oreatashon.con/2ute source=back-officefutn mediumevi? homesliderfutn comoaigneback-office-ENAutm content=downlosd™>
v cfigure>

"t [0V
apper>

1te"semple-3" loading="lazy" width="1110" heights"340"> =« 50

</flgure>
</a>
<>
</ul>
» caiv class="direction” aria-label="Carousel buttons*>.</div>
</div>
P csection closse"festured-products clearfix™>.c/section
? <a classe"benner” hrefs"htto: (vreeata.doc/ens” titler.c/e>




[ NEW | =3 3
LY = = The
‘( { Adveidune
|| & BEGING
Hummingbird Printed T-Shirt Hummingbird Printed Swea he Best Is Yet T
926:68 822.94 843.08 834.46 834.80 834.80
| o | = | | . e
® 0] | Senens " work P ot ' lighthouse R i ghts &
e aptio geapti
L4 i i i 1al C. by

s="thumbnail pro

pg* slt="Hummingbird printed t-shirt" 1 ge-urls"https://test123-ous.53.us-west-1 M soalis

» caiv class="nignlighted-informations”>.</a

Attention! Module has console command to push on AWS. You can start updating the modification date of files,
searching for new files (according to the module settings) and uploading them to the AWS cloud through the command
line by running the file:

amazonawss3cdnmediaserver/update-edit-and-new-files.php

Besides there are useful filters on module setting page to list files:

"% PrestaShop Quick Access 1 B Debug mode Maintenance mode @ Viewmysore (8 @
AWS CDN Config Help
Ty e ey
Files list

e e e 00 000




CRON jobs:

%% PrestaShop Quick Access + # Dev

415 CON Conig

AWS CDN Config

Prestashop Multishop

- Physical URL: supports
- Virtual URL: supports

Each store needs to set its own settings.

Installation
- Upload the module through the Backoffice (Modules > Add New Module) or using FTP client
- Hit Install it and enter the configuration

Demonstration video

https://youtu.be/E2HvnZblpfE



https://youtu.be/E2HvnZbIpfE

